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Policy

National Context

Authorised Professional Practice (APP) is produced by the College of Policing as the official
source of professional practice on policing. All officers and staff are expected to have regard to
APP in discharging their responsibilities. Essentially, our “policy” is to comply with APP as it
develops to cover all areas of policing.

The Information Management: Authorised Professional Practice module produced by College of
Policing is the national standard we must comply with when accessing or processing information.

Aims

This policy aims to safeguard the confidentiality, integrity, and availability of our information by
clearly setting out expectations regarding acceptable use of ICT systems and the devices used to
get access to those systems.

The policy is underpinned by procedures designed to provide clear, definitive, and unambiguous
direction for all those involved.

Objectives

A broad objective is to ensure all individuals using ICT systems, equipment and force information
understand their personal responsibility and are clear about what is regarded as unacceptable or
inappropriate use.

Application and Scope

All police officers and police staff, including the extended police family and those working
voluntarily or under contract to Merseyside Police must be aware of, and are required to comply
with, all relevant policy and associated procedures.

This policy applies to all users who access Merseyside Police information using any Merseyside
Police ICT system or device belonging to or leased by Merseyside Police.

Itis mandatory that all Police Officer, Police Staff including contractors, volunteers, agency, and
temporary staff who process personal data mustread the following policies and procedures upon
induction and refresh re-reading them annually.
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https://www.app.college.police.uk/
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Data Protection Policy

ICT Acceptable Use Policy (this document)
Information Security Policy

Records Management Policy

Failure to comply with this policy may lead to a breach in system or information security and may
lead to disciplinary action. Any suggestion that anindividualisin breach of the standards required
will be thoroughly investigated and they may be liable to disciplinary action. Criminal and/or
disciplinary action will be taken against any user who wilfully misuses ICT systems made
accessible to them by Merseyside Police.

The Chief Officer lead for this policy is the Deputy Chief Constable.

Outcome Evaluation

The Anti-Corruption Unit (ACU) and Information Security Officer (ISO) will monitor compliance
with this policy.

The ACU is responsible for ensuring use of ICT systems and the processing of force information is
audited and monitored. Relevant data will include the number of cases investigated by the ACU
and complaints/referrals to Professional Standards Department (PSD) on associated issues.

The ISO will oversee and monitor the reporting of security breaches and compliance with the
requirement to read the policies mentioned above.
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